1. Invent Yourself

Martin Marek
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Problem definition

“Truly random numbers are a very valuable and rare
resource. Design, produce, and test a mechanical
device for producing random numbers. Analyse to
what extent the randomness produced Is safe against

tampering.”
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MECHANICAL DEVICE DEFINITION
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Table tennis ball
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Digital processing

Digital
processing
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Automatisation

Statistical test
Orders of

magnitude more
data

Real world
applications
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POSSIBLE WAYS OF GENERATING AN OUTPUT
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Position
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Data needs
to be

combined
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&= h'-;.,.-i | Correct time interval

Q7 - Yestra is required
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Generating Numbers from AXeleal[=1g-1810]8

acceleration

3 frames

I

uolnela|a20e




Acceleration Histogram '
0, 0]

We need
proper binary coding
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Compression: coding

Currently
used in:

ZIp

« Separate for x and y accelerations
P xandy ! PEG

MP3

» Codes pairs of accelerations for
optimum efficiency
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Compression: L > H

Entropy A0S .
=1 754 geC‘CO Probles.
- \cpe Contains
patterns
Biased
L=1.762
Avg. length

Perfect coding: H = L

™ > S
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Extractor of randomness

How it works: Probles:
«dataw 1010111000011010... etiors
ydata: 1001111110010011.. Biased

outpu: 0011000110001011...

/

Elimination
of any patterns
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Debiasing Algorithm

Problems:
How it works:

1 1.1 1-1 1|1 1l00l00l1 1-

More balanced bits
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Produced Output

4 1,790,880_, 191,368
hours frames DItS

1280 x 720
100fps
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Our Generator vs. RANDOM . ORG
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Home Games Numbers Lists & More Drawings Webd Tools Statistics Testimanlats Laarn More Login

RANDOM.ORG ..t

Do you own an I0S or Android device? Chack out our app!

Random Integer Generator

This form allows you to generate random integers. The randomness comes from atmospheric noise, which for many purposes is better
than the pseudo-random number aigorithms typically used in computer programs.

Part 1: The Integers

Generate 100 random integers (maximum 10,000),

Each integer should have a value between 1 and 100 (both Inchusive; limits £1,000,000,000),

Formatin 5 column(s),

Part 2: Go!
Be patient! It may take a litthe while to generate your numbers...
Get Numbers Reset Form Switch to Advanced Mode

Note: The numbers generated with this form will be picked Independently of each other (like rolis of a die) and may therefore contain
duplicates, There is also the Sequence Generator, which generates randomized sequences (like raffle tickets drawn from a hat) and where
each number can only occur once.

S526 folowers © 1998-2016 RANDOM.ORG
Shore T Tarms and Conditions
About Us

Gl 19k

Largest TRNG
on the internet

4

Atmospheric noise
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Monte Carlo Computation: 7T

SLOVAKIA
I¥PT "16

x‘+y2 <1

Our generator RANDOI\/I ORG
3.171
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DIEHARDER

- Better parameterized (and expanded) DIEHARD
tests

- Battery of 114 statistical test on RNG

» Output of each test: | p-values | based on the
assumption of a perfect TRNG

™ : S
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What are | p-values ? - Example: No. of Heads

Noofheads ﬂ n a F n
HIH]H =
HIH[T 2.
H|T[H —
T|H|[H o

P-value: — —
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DIEHARDER: | p-value | Distribution

Sorted DIEHARDER p-values

A uniform distribution

of p-values is desired




DIEHARDER: | p-value | Distribution

Sorted DIEHARDER p-values
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A uniform distribution

of p-values is desired
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DIEHARDER: | p-value | Distribution

Sorted DIEHARDER p-values

RANDOM.ORG

A uniform distribution
of p-values is desired




DIEHARDER: | p-value | Distribution

Sorted DIEHARDER p-values

0.8 RANDOM.ORG’s
07 mean difference;

mean difference:
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0.0807

Our generator’s 0.0474
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Problem definition

“Truly random numbers are a very valuable and rare

resource. Design, produce, and test a mechanical \/
device for producing random numbers. Analyse to

what extent the randomness produced Is safe against
tampering.”

-
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Amplitude

Frequency
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How we test against tampering

f = 20Hz

1. Created universal coding

Amp. = 0.12 (AU)

it = 0°
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How we test against tampering

f = 20Hz
1. Created universal coding
Amp. = 0.12 (AU)

2. Changed parameters —Filt = 159
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Normal settings: heat map

L R IOUN R R N S S T O SIS SO perey

Near-uniform
distribution




Heat map:
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Tilt can easily be observed

Bud how good is the data anyway?

N :: S



15° tilt: output quality

Mote Carlo: m

15° tilt

3.083

\

3.0




15° tilt: output quality

Avg. bit value

15° tilt
0.496 ERCIUVERNRRL)

\

0.5 '1
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15° tilt: output quality|DIEHARDER

IIIIII

——RANDOM.ORG

—Uniform
distribution
—e—Qur generator

—e—10° tilit
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15° tilt: output size

Huffman XOR Neumann
N\ ) A
Position data Acceleration Extracted Debiased
Size:  Coding. eff 1/2 3/4

X: 98.58%
73.45% B 15.27%
Y- 44.72, : 7527%

{

Difference between X and Y length

means throwing away excess data h



Heat map:

10% lower Amp.

Stopped moving

Completely
after 38 mins.

SLOVAKIA
I¥PT "16

+




38 mins.

t [s]
£.acoding 001100000000
$-acoding -0 10000000000
XOR: 011000000000

N - S

Neumann:




10% lower Amp.: output quality

Mote Carlo: m

10% lower amp. RANDOM.ORG
3.207 222
3.0 T

™ - S



10% lower Amp.: output quality

Avg. bit value

10% lower amp.
0.497 P-value: 16.8%

0.5 '1

0

™ - S
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10% lower Amp.:| DIEHARDER

0,9

0,8

0,7

0,6

0,5

0,4 ——RANDOM.ORG

03 —gligg?brmion
—e—Optimal

02 settings

—e—10% lower amp.

0,1
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CHANGING FREQUENCY
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analogous Am p

We are only interested \

In the acceleration > a = sz

of the crushed stone

™ ;: S



Heat map:
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25% Increase in f
/

Couldn’t easily escape
from these holes

+




25% Increase In f: output qualityi

Mote Carlo: m

3.207 3.222

\_—

3.0 T

N - S



25% Increase In f: output qualityﬁ

Avg. bit value

10% lower amp.
P-value: 9.8% EEORSIOLS]

0.5 '1

0

N - S
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25% Increase In f:|DIEHARDER

1

0,9
0,8
0,7
0,6
0,5
0,4 ——RANDOM.ORG
0,3 —Uniform
distribution
0,2 —e—Optimal settings
0,1 ——25% higher f
0

0 20 40 60 80 100 I
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Conclusion

1. Created a mechanical device + processing software (automated
tracking, all algorithms, heat maps, position data,...)

2. Analyzed the randomness: B2l Aall6]a

3. Analyzed safeness against tampering: ES&iEENAEL

N - S




APPENDIX
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All DIEHARDER tests

——RANDOM.ORG

—Uniform
distribution
—e—Optimal settings
—o-22
22-4
—e—10Deg tilt
—e—10% lower amp.

—o—25% higher f

—e—10Deg tilt (X&Y)
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: Sorted p-values from statistical tests.
Data produced by the function, 'rand()’,
4 the random generator from the standard library of C++
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WAV VA Compression

@  ©® B Our Generator Info

Our Generator
Medified: Today, 2:18 PM

martinmarek » Desktop
Created: Today, 2:18 PM
Modified: Today, 2:18 PM
Stationery pad

Locked

¥ More Info:

» Name & Extension:

» Comments:

¥ Cpen with:

» Preview:

» Sharing & Permissions:

®  ® [ Our Generator.7z Info

|1 OurGenerator.7z
Bl Modified: Todey, 11:20 AM

23 K8

martinmarek » Desktop
Created: Today, 11:20 AM
Modified: Today, 11:20 AM

Stationery pad

Locked

¥ More Info:

| » Name & Extension:

| » Comments:

| » Cpen with:

| » Preview:

| » Sharing & Permissions:

22,912— 23,115

23 KB |

®  ©® B RANDOMORG Info

RANDOMORG
Medified: Today, 2:18 PM

HD » Users »
ek » Desktop
Created: Today, 2:18 PM
Modified: Today, 2:19 PM
Stationery pad
Locked

¥ More Info:

¥ Name & Extension:

» Comments:

» Open with:

» Preview:

¥ Sharing & Permissions:

23 K8
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®  ©® [ RANDOMORG.7z Info

| ' RANDOMORG.7z
Bl Modified: Todey, 11:20 AM

Where: Wasiefosh HD » Users »
martinmarek » Desktop
Created: Today, 11:20 AM

Modified: Today, 11:20 AM

Stationery pad

Locked

¥ More Info:

» Name & Extension:

» Comments:

» Cpen with:

» Preview:

» Sharing & Permissions:

22,921T— 23,116

+

23KB |
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DIEHARDER

- Battery of 114 statistical test on RNG

- Better parameterized DIEHARD tests

— Expanded by National Institute for Standards and Technology’s tests

« Output of each test: p-values compared to a perfect TRNG

N S



B
What are |p-values |? - Example: No. of Heads

3 2
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. am Compressio ;

1 011  9.07%

1 01001 il 000 5.31%
2 01000 n -2 0011  2.79%
2 01100 2 01011  2.29%
3 00111 -3 01000  1.66%
3 01101 3 00100  1.13%
4 00110 -4 010100  1.03%
5 00101 5 010010  0.77%
4 01111 4 001011  0.74%
6 00100 e 0101010  0.48%
5 10000 . 5 0100111  0.47%
6 10001 2.75x size 6 0010101  0.35%
7 00011 - -7 0010100  0.34%
8 00010 e d uction 8 01001101  0.22%
7 10010 7 01001100  0.22%
9 00001 9 010101110  0.16%
8 10011 8 010101101  0.15%
9 10100 9 010101100  0.11%
-10 00000 -10 0101011111  0.10%
10 10101 10 0101011110  0.06%

Std. coding — 5 bit. Comp. — 1.82 bit.
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Acc__[Coding
0 1
1 011
0 000
-2 0011
2 01011
3 01000

3 00100

-4 010100 '4 '2,1,0,'2

0,0,0,
FE OO
11101

o 01010d 1 0011 0111 00111 011

-7 0010100
-8 01001101
7 01001100
=) 010101110
8 010101101
9 010101100
-10 0101011111
10 0101011110
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V1= (X2 — X1, Y2 — 3’1)\
a=(2x; —x1 —x3,2y, = Y1 —Y3)

Vy = (X3 —X2,Y3 —Y2)

2
w

2
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Acceleration Histogram
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