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Problem definition

2

“Truly random numbers are a very valuable and rare 
resource. Design, produce, and test a mechanical
device for producing random numbers. Analyse to 
what extent the randomness produced is safe against 
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MECHANICAL DEVICE DEFINITION
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Atmospheric noise
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Thermal noise
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QM system
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Mechanical

process
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Subwoofer

Pipe

Crushed stone

Table tennis ball

Chaotic Mechanical System
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∆𝑥

10



16

∆𝑥

Chaotic
system
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Digital processing

Mechanical
device

Digital
processing

Orders of 
magnitude more 

data

Automatisation

Statistical test

Real world
applications
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Subwoofer

Camera
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Exemplary video
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POSSIBLE WAYS OF GENERATING AN OUTPUT



16

Position
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𝑥, 𝑦

Position
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∆𝑥∆𝑦 ≤ 2𝑟2

Correlated

1.

2.

∆𝑥

∆𝑦

Data needs
to be

combined

Distance
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𝑑 = ∆𝑥2 + ∆𝑦2

∆𝑥

∆𝑦
𝑑

Correct time interval

is required

Distance
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𝑥1 𝑥2 𝑥3

𝑦3
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Generating Numbers from

acceleration𝑥
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Acceleration Histogram

Output IS random
i

We need
proper binary coding

[0, 0]
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• Separate for x and y accelerations

• Codes pairs of accelerations for 
optimum efficiency 0

1
0

1

0

10

0

1

100 101 110

0 1

1110 1111

Zip
JPEG

MP3

Currently
used in:

Compression: codingHuffman
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Compression: L > H

Problems:

Contains
patterns

Biased

𝐻 = 1.754

𝐿 = 1.762

99.55% efficiency

Entropy

Avg. length

Perfect coding: 𝐻 = 𝐿

24
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XOR:

x data:

y data:

Extractor of randomness 

How it works:

½ size reductionElimination
of any patterns

output:

Problems:

Contains
patterns

Biased

1 0 1 0 1 1 1 0 0 0 0 1 1 0 1 0

1 0 0 1 1 1 1 1 1 0 0 1 0 0 1 1

0 0 1 1 0 0 0 1 1 0 0 0 1 0 1 1
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Debiasing Algorithm

More balanced bits

How it works:

¾ size reduction

Problems:

Contains
patterns

Biased1 1 1 0 1 1 1 00 1 0 1 1 1 1 1 0000 1 1 1 0 1 0 1 0

1 1 0 0 1 1 1
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4
hours

1,790,880

frames

191,368

bits
1280 x 720

100fps

Produced Output
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STATISTICAL TESTS

Our Generator  vs.



16

Largest TRNG
on the internet

Atmospheric noise
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3.177

Monte Carlo Computation: 𝜋

𝑥 0,1

𝑥2 + 𝑦2 ≤ 1

𝑦 0,1

𝜋3.0

3.171
RANDOM.ORGOur generator
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DIEHARDER

• Better parameterized (and expanded) DIEHARD 
tests

• Battery of 114 statistical test on RNG

• Output of each test: based on the 
assumption of a perfect TRNG

p-values

31
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p-valuesWhat are ? Example: No. of Heads
4
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Problem definition

37

✓

“Truly random numbers are a very valuable and rare 
resource. Design, produce, and test a mechanical 
device for producing random numbers. Analyse to 
what extent the randomness produced is safe against 
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𝛼

Angle Amplitude Frequency

𝛼
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How we test against tampering

𝑓 = 20Hz

Amp. = 0.12 (AU)

Tilt = 0°

1. Created universal coding

39
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How we test against tampering

𝑓 = 20Hz

Amp. = 0.12 (AU)

Tilt = 15°

1. Created universal coding

2. Changed parameters

3. Test for randomness

40
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Normal settings: heat map

Near-uniform

distribution
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15° tilt

10°

Heat map:
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Tilt can easily be observed

Bud how good is the data anyway?
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15° tilt: output quality

15°

3.258

𝜋3.0

3.083
RANDOM.ORG15° tilt
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15° tilt: output quality

15°0.5
0

0.496
15° tilt

Avg. bit value

P-value: 13.8%

1
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15° tilt: output quality

15°

DIEHARDER
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15° tilt: output size

Position data Acceleration Extracted Debiased

Huffman XOR Neumann

Coding. eff 1/2 3/4

X: 98.58%

Y: 44.72%
73.45% 75.27%

Size:

Difference between X and Y length 

means throwing away excess data

Only tilted

in Y axis
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Amplitude
Heat map:

Stopped moving

Completely
after 38 mins.

10% lower Amp.
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Amplitude

10% lower Amp.

38 mins.

𝑡 [s]

ො𝑥 ∙ 𝑎 coding 0 0 1 1 0 0 0 0 0 0 0 0

0 1 0 0 0 0 0 0 0 0 0 0

XOR:

Neumann:

ො𝑦 ∙ 𝑎 coding

Ball is in motion Not in motion

No outputQuality output

0 1 1 0 0 0 0 0 0 0 0 0

0 1
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10% lower Amp.: output quality

3.222

𝜋3.0

3.207
RANDOM.ORG10% lower amp.

54



16

0.5
0

0.497

Avg. bit value

P-value: 16.8%
10% lower amp.

1

10% lower Amp.: output quality

55



16

10% lower Amp.: DIEHARDER
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CHANGING FREQUENCY
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Heat map:

𝑓 Amp.
analogous

We are only interested

in the acceleration
of the crushed stone

𝑎 = 𝑓2𝐴
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Heat map:

from these holes

Heat map: 25% increase in 𝑓

Increase in 𝑓

Lower A𝑓2
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25% increase in 𝑓: output quality

3.222

𝜋3.0

3.207
RANDOM.ORG10% lower amp.
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25% increase in 𝑓: output quality

0.5
0

0.505

Avg. bit value

P-value: 9.8%
10% lower amp.

1
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25% increase in 𝑓: DIEHARDER
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Conclusion

1. Created a mechanical device + processing software (automated 

2. Analyzed the randomness:

3. Analyzed safeness against tampering:

Extremely high

Extremely safe

64
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APPENDIX
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All DIEHARDER tests
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Acceleration Data
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0 0
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0 0
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0 0

0 0

0 0

0 0

0 0

-3 0

0 0

1 0

2 4

3 -1

0 -1

-7 3

0 0

0 0

0 0

0 0

0 0

0 0

5 6

0 0

0 0

-2 -2

0 0

0 0

0 0

0 0

-3 -5

0 -1
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𝑥, 𝑦 ሶ𝑥, ሶ𝑦 ሷ𝑥, ሷ𝑦

Too long

time interval

Contionous

Imbalanced

Contionous Discrete

most

data
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Compression

22,912 23,115 22,921 23,116

LZMA2
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Average Value of all Bits

0.4988

P-value
(the probability of a distribution at least this extreme) 

is 14.91%
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DIEHARDER

• Battery of 114 statistical test on RNG

• Better parameterized DIEHARD tests
–

• Output of each test: p-values compared to a perfect TRNG
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p-valuesWhat are ? Example: No. of Heads
3 co

in
 flip
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Acceleration Coding

0 01010

1 01011

-1 01001

-2 01000

2 01100

-3 00111

3 01101

-4 00110

-5 00101

4 01111

-6 00100

5 10000

6 10001

-7 00011

-8 00010

7 10010

-9 00001

8 10011

9 10100

-10 00000

10 10101

Std. coding → 5 bit. Comp. → 1.82 bit.

2.75x size

reduction

Compressio
n

Acceleration Coding Probab.

0 1 72.06%

1 011 9.07%

-1 000 5.31%

-2 0011 2.79%

2 01011 2.29%

-3 01000 1.66%

3 00100 1.13%

-4 010100 1.03%

-5 010010 0.77%

4 001011 0.74%

-6 0101010 0.48%

5 0100111 0.47%

6 0010101 0.35%

-7 0010100 0.34%

-8 01001101 0.22%

7 01001100 0.22%

-9 010101110 0.16%

8 010101101 0.15%

9 010101100 0.11%

-10 0101011111 0.10%

10 0101011110 0.06%
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𝑥1 𝑥2 𝑥3

𝑦3

𝑦1

𝑦2

𝑣1 = (𝑥2 − 𝑥1, 𝑦2 − 𝑦1)

𝑣2 = (𝑥3 − 𝑥2, 𝑦3 − 𝑦2)
𝑎 = (2𝑥2 − 𝑥1 − 𝑥3, 2𝑦2 − 𝑦1 − 𝑦3)
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ሶ𝑥, ሶ𝑦
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𝑥, 𝑦

Position
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Acceleration Histogram
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